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Security Simplified




Datasheet GS 400E

Security Features

¢ ICSA Certified Firewall

e URL Filtering

¢ Virus Screening

¢ M Security

e Virtual Private Network

e Spyware, Adware protection
e Intrusion Prevention System

Network Behavior Analysis

Identify fast moving exploits
Detection of rouge or stealth activity
Detects Protocol Abuse

Detects Bandwidth Abuse

Give Global Visibility

GajShield 800E Features
10/100 Interfaces

10/100/1000

Concurrent Sessions

New Sessions/Second

Firewall Throughput

VPN Throughput

UTM Throughput

Antivirus Throughput

IPS Throughput

Branch Office VPN — maximum
Mobile User VPN

Configurable WAN / DMZ / LAN ports
High Availability ( Active-Passive)
Mode Of Operation

Transport Mode, Route Mode
FNAT ( Forward NAT)

Policy based NAT, Port Address Translation

Time based Scheduling of policies
Networking

Static IP Address

PPoE

DHCP Server

Policy based WAN-WAN Failover
Policy based WAN-WAN Load balancing
RIP v1, RIP v2, OSPF support
Gateway Anti-Virus Support
Inline POP3, SMTP Virus Scan
HTTP & FTP virus Scan
Automatic Virus update

URL Filtering

Category based Blocking

URL Exempt List

URL White List

Mime Type Blocking

Groups based Scheduling
Automatic updates to the URL Categories
Authentication

Internal user Auth

Radius, TACAS+, LDAP, ADS
RSA, VASCO secure tokens

IM Security

User wise allow/block IM

User wise allow/block file transfer

Education

Application Performance
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e Policy based ISP Failover

Policy based ISP Load Balancing
Bandwidth Optimization

Policy based Application Shaping
QOS for VOIP services

Managed greedy or abusive users
Limit or eliminate rouge applications

Analytics

User Specific Reports

Real Time Monitoring

Automated Alerts

Historical Visibility

IM Archiving

Analyze the impact on your network

Intrusion Prevention System

Policy based IPS Yes
6,000+ signatures Yes
Anomaly Detection Yes
Automatic updates for new threats Yes
Notification via email Yes
Virtual Private Network

PPTP, L2TP, IPSec VPN Yes
IPSec NAT Traversal Yes
DES, 3DES, AES encryption Yes
Manual key, IKE, PKI Yes
Diffie Hellman Groups — 1,2,5,14,15,16 Yes
Dead Peer Detection Yes
Spyware/P2P prevention

Multi-level scanning for Spyware Yes
Stop connection to Sypware site Yes
Automatic updates of new threats Yes
Deny Access to Kaaza, Bit Torrent, Gnutella Yes
Bandwidth Management

Prioritize, shape or Limit bandwidth Yes
Guaranteed bandwidth Yes
Maximum bandwidth Yes
Priority based bandwidth allocation Yes
System Management

Web GUI ( HTTPS), SSH console Yes
Remote Syslog, SNMP support Yes
Multi-Role Administrators Yes
Firewall rules, System Backup/Restore Yes
Reporting

Security reports include Firewall, IPS & VPN Yes
Real time reporting of bandwidth and users Yes
Policy violation reporting Yes
Virus filtering reporting Yes
Bandwidth usage User, ISP & Application wise Yes
URL Filtering reporting Yes
Historical reporting Yes
Internal HDD Yes
Certification

ICSA Certified Yes
CE/FCC Yes
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