GajShield Training — URL
Filtering



URL Filtering

 In this training session you will learn
— How to setup Proxy
— Transparent mode/Proxy Mode
— Authentication (User/IP)
— URL allowing/blocking
— User Scheduling
— Mime policy
— Category blocking



Assumptions

 You have cleared the module on ‘Basic
Setup of GajShield UPTM’



URL Filtering

 Transparent Mode
— Browser proxy settings not required
— All Internet traffic should flow through the firewall
— User authentication not possible

 Proxy Mode

— Setup the browser to use the proxy settings of the
firewall

— It is not required that all Internet traffic should flow
through the firewall

— User authentication can be enabled.



URL Filtering: Transparent
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URL Filtering: Proxy Mode
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URL Filtering: Proxy Mode
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Proxy Mode: Authentication

* You can enable user authentication for
web browsing. Each user will have to first
authenticate to the firewall and only then
will he be allowed to browse, If he Is
allowed by the other policies.

e Flow chart
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Proxy mode: User Authentication
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Proxy mode: User Authentication
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User Policies

 If you have configured URL filtering in
transparent mode or selected ‘No User
Authentication’ In proxy setup, all user
policies will be imposed on IP address
from where the user is browsing

 If you have selected ‘User Authentication’
and configured the selected database, all
policies will be implemented on login ids or
usernames



User Policies: Creating Users

e Create users on the firewall

— Click on ‘Browsing’->'User Settings’->Users to
add users in the database

* Note: Even if you have selected an external
database, like LDAP or Radius, you will still need
to add users here.

* Note: If you have selected transparent mode or no
user authentication, then you will need to add IP’s
are users



User Policies: Creating Users
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User Policies: User List

n and Management Tool - Mozilla Firefox

Eile Edit Wiew Hisktory Eookmarks Tools Help

- - - @ /IJ} |:& htkps: /192, 165, 2, 1 76/ cai-bindrmainmenus. ggi £|'| [>] |*| |~k]

{&) GajShield SecureGate v5

Firewall Management
User Groups

NETWORK
FIREWALL

UsSERS

Login ID First Name Last MName
administratar administratar administratar
SYSTEM dinesh dinesh dinesh
ADMIN guest guest guest

lkrbtgt krbtgt lkrbtgt
REPORT support_S388945a0 support_388945a0 support_385945a0
wirmal wirmal wirmal
Add from CSY

VPN

BROWSING
U=sers Setting
Site Policy
MimePolicy
Category
Setup

TRAFFIC CHART
IPS
LoGouT

FajShield Infotech (I Pwvt. Lid. All rights re;

Cione 192.168.2.176




User Policies: User Groups
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User Policies: Category Policy
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User Policies: Category Policy
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User Policies: Mime Policy
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User Policies: Mime Policy
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User Policles:

. Site Policy
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User Policies: Site Policy
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User Policies: Schedule
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URL Filtering: Exercise

e Configure the GajShield UPTM In proxy
mode. Run the proxy on 8080 port and
enable local user authentication in it.

e Create the following users

— Username=abc,Password=takel234,Firstham
e=AB,Lasthame=C

— Username=xyz,Password=takel1234,Firstham
e=XY,Lasthame=Z

— Username=qwert,Password=takel234,Firstna
me=QW,Lasthame=ERT



URL Filtering: Exercise

e Configure groups as follows

— Sales with the following users abc,qwert with default
site policy as ‘Default Allow’ and Mime policy as
‘Default Block’ and no download restrictions

— BO with xyz with default site policy as ‘Default Block’
and Mime policy as ‘Default Allow’ and a restriction of
download of 10MB

» Block the following categories for Sales
— ArmsWeapon
— ArtNudes
— Chat



URL Filtering: Exercise

* Allow the following mime types for Sales
— application/x-dosexec (exe)
— application/pdf
* Block the following URLSs for Sales
— rediffmail.com
— hotmail.com

* Allow BO to browse only between 9 am to
6 pm
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