GajShield UPTM: Module 3



Routing/Fail Over/Load Balancing

e |In this modules, we will learn

— Basic routing
» Creating network objects and groups
« Creating service objects and groups
« Adding a route to a network

— Source/Service based routing
e Firewall policy
» Firewall policy with source/service routing

— Wan failover
— Load Balancing of outbound traffic



GajShield: Recap

 In the previous two modules, we have
learn how to setup the GajShield UPTM
using the wizard and create basic policies

 \We have also learn to create URL filtering
policies with user authentication



GajShield: Routing

e To add a static route in the GajShield firewall,
you need to create the necessary network
objects.

— For e.g. if | want to add a static route to my other
branch, | will need to know the network address of the
branch and the router Ip.

* Network of my branch: 192.168.1.0/255.255.255.0
 Router IP: 192.168.2.221

— Create a network object for the branch and also for
the router. Since the router is a single IP, you can add
a host



GajShield: Static Route
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GajShield: Static Route
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GajShield: Static Route
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GajShield: Source/Service based

routing

Decision on where to forward the IP packet
depends on the destination of the packet.

If a static router Is created for the destination,
the packet will flow through the gateway
provided

If not, traffic will flow through the default gateway

At times, we may want to route the traffic based
on the source IP address. For example, | want to
route all my bosses browsing traffic through my
other ISP which is dedicated for my boss.

— Bosses IP address — 192.168.2.116

— Other ISP configured as ISP2



GajShield: Source Routing

e Tasks

— Configure the WAN Iinterface of the firewall
and connect it to ISP2.

— Create a network object for my boss.
— Add a policy to route http traffic through ISP2



GajShield: Configure Interface
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GajShield: Configure Interface
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GajShield: Verify Connectivity
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GajShield: Source Routing
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GajShield: Source Routing
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GajShield: Wan Failover

My boss was happy that he had a
dedicated line to browse. But one day,
ISP2 was down and he could not browse.
He screamed and yelled at me. So |
decided to route his traffic through ISP1,
Incase ISP2 goes down



GajShield: Wan Failover
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GajShield: Load Balancing
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GajShield: Exercise

ISP2 Interface on
Gajshield —
202.124.135.12/
255.255.255.240

GajShield | |

ISP1 Interface on
Gajshield — 202.54.54.2/
255.255.255.224

192/168.2.10 ( LAN — 192.168.2.0/24

(

OtherBranch — 192.168.5.0/24 )

\ Policy to be set. AutoFail all http traffic from OtherBranch with ISP2 as first
link and ISP1 as the other
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