
GajShield – Module 4



Previous Modules

• By now, you have already learnt
– To setup the firewall with basic policies
– To setup URL filtering policies
– To create network objects
– To add a static route
– To add a source route
– To add auto-failover and load-balancing 

policies



GajShield – Module 4

• In this modules, we will learn
– How to restrict bandwidth on a traffic

• Create a service object
• Create a bandwidth queue
• Create a bandwidth policy

– How to provide incoming services
• Add an alias
• Add a service object
• Add a destination nat policy
• Add a source nat policy



GajShield: Bandwidth policy

• A new GM joined our company. My boss 
asked me to route his browsing traffic 
through ISP2 and cap his bandwidth to 
128Kbps.

• Tasks to perform
– Create host object for my COO. His IP 

address is 192.168.2.117
– Create a bandwidth queue of 128Kbps
– Create a policy with the bandwidth limitation



GajShield: Bandwidth Management



GajShield: Bandwidth Management



GajShield: Hosting a server

• Our ISP provided mail services to us. We 
have constantly getting breakdowns in our 
service. We decided to host our own Linux 
based mail server. 

• I was told to install a Linux server in the 
DMZ which would receive mails from the 
Internet and send mails too. This server 
would then route mails to our internal 
server



GajShield: Hosting a server
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GajShield: Hosting a server
• Tasks to be performed

– Create an Alias IP i.e. give an additional IP to our 
WAN interface connected to ISP1. Give the IP as 
203.129.45.3

– Configure the DMZ interface with network address as 
172.16.1.0/255.255.255.0

– Create a host object for 203.129.45.3 as 
‘MailServerExternalIP’

– Create a host object for 172.16.1.2 as 
‘MailServerInternalIP’

– Finally create a policy to allow smtp traffic from the 
Internet to the ip 203.129.45.3 routed to the DMZ mail 
server



GajShield: Alias IP



GajShield: Network Objects



GajShield: Policy creation
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